Controller-Processor Standard Contractual Clauses

STANDARD CONTRACTUAL CLAUSES (MODEL CLAUSES) (PROCESSORS)

Forthe purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal datato processors established
in third countries whichdo not ensure an adequate level of data protection.

Name of the data exporting organisation:

Vendor
(the data exporter)
And
Entity that has signedthis Addendumas a data importer
Bright Market, LLC d/b/a FastSpring
(the data importer)

each a “party”; together “the parties”,

HAVE AGREED as of the date that the Vendor agrees to the FastSpring Terms of Service on the following
Contractual Clauses (the “Clauses”) in order to adduce adequate safeguards with respect to the protection of
privacy and fundamental rights and freedoms of individuals for the transfer by the data exporter to the data
importer of the personal data specified in the Schedule attached heretoand incorporated herein by this reference.

1. DEFINITIONS

Forthe purposes of the Clauses:

1

‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’, ‘processor’,
‘data subject’ and ‘supervisory authority’ shall have the same meaningas in Directive 95/46/EC
of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal dataand on the free movement of such
data;

‘the data exporter’ means the controller who transfers the personal data;

‘the data importer’ means the processor who agrees to receive fromthe data exporter personal
data intended for processing on his behalf after the transfer in accordance with his instructions
and the terms of the Clauses and who is notsubjecttoa third country’s systemensuring adequate
protection within themeaning of Article 25(1) of Directive 95/46/EC;

‘the sub-processor’ means any processor engaged by the data importer or by any other sub-
processorofthe dataimporter who agreesto receive fromthe data importer or from any other
sub-processor ofthe data importer personal data exclusively intended for processing activities
to be carried out on behalf of the data exporter after the transfer in accordance with his
instructions, the terms of the Clauses andthe terms of the written subcontract;

‘the applicable data protection law” means the legislation protecting the fundamental rights and
freedoms of individuals and, in particular, their right to privacy with respect to the processing
of personal data applicable to a data controllerin the Member State in which the data exporter
is established;

‘technical and organisational security measures’ means those measures aimed at protecting
personal data against accidental or unlawful destruction or accidental loss, alteration,



2.

unauthorised disclosure oraccess, in particular where the processing involves the transmission
of data overanetwork, and againstall other unlawful forms of processing.

DETAILS OF THE TRANSFER

The details of the transferand in particular the special categories of personal data where applicable are specified
in Appendix1 of Schedule 1which forms an integral part of the Clauses.

3.
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3.2

33

34

4.

THIRD-PARTY BENEFICIARY CLAUSE

The data subject canenforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e),
and (g)to (j), Clause 6.1 and 6.2, Clause 7, Clause 8.2, and Clauses 9to 12 as third-party beneficiary.

The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6,
Clause 7, Clause 8.2, and Clauses 9to 12, in cases where the data exporter has factually disappeared or
has ceasedto exist in law unless any successor entity has assumed the entire legal obligations of the data
exporter by contract orby operation of law, as a result of which it takes on the rights and obligations of
the data exporter, in which casethe data subjectcan enforcethemagainst such entity.

The data subject canenforce against the sub-processor this Clause, Clause 5(a) to (e) and (g), Clause 6,
Clause 7, Clause 8.2, and Clauses 9to 12, in cases where both the data exporter and the data importer
have factually disappeared or ceased toexist in law or have become insolvent, unlessany successor entity
has assumedthe entire legal obligations of the data exporter by contract or by operation of law as a result
of which it takes on the rights and obligations of the data exporter, in which case the data subject can
enforce themagainst such entity. Such third-party liability of the sub-processor shall be limited to its
own processing operations under the Clauses.

The parties do not object to a data subject being represented by an association or other body ifthe data
subject so expressly wishesand if permitted by national law.

OBLIGATIONS OF THE DATA EXPORTER

The data exporteragrees and warrants:

@ that the processing, including thetransfer itself, of the personal datahas been and will continue
to be carried outin accordance with therelevant provisions of the applicable dataprotection law
(and, where applicable, has been notified to therelevant authorities of the Member State where
the data exporter is established) and does not violate therelevant provisions of that State;

(b) that it has instructed and throughout the duration of the personal data processing services will
instruct the data importer to process the personal data transferred only on the data exporter’s
behalfand in accordance with theapplicable data protection lawand the Clauses;

(c) that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix2 of Schedule 1;

(d) that after assessment of the requirements of the applicable data protection law, the security
measures are appropriate to protect personal data against accidental or unlawful destruction or
accidental loss, alteration, unauthorised disclosure oraccess, in particular where the processing
involves the transmission of data over a network, and against all other unlawful forms of
processing, and that these measures ensure a level of security appropriate tothe risks presented
by the processing andthe nature of the datato be protected having regardto the state of the art
and the cost of theirimplementation;

(e) that it will ensure compliance with the security measures;



(f)

@

(h)

(i

0)

that, if the transfer involves special categories of data, the data subject has been informed or
will be informed before, or as soon as possible after, the transfer that its data could be
transmitted to a third country not providing adequate protection within the meaning of Directive
95/46/EC;

to forward any notification received fromthe dataimporter or any sub-processor pursuant to
Clause 5(b) and Clause 8.3 to the data protection supervisory authority if the data exporter
decides tocontinue the transfer or to lift the suspension;

to make available to the data subjects upon requesta copy of the Clauses, with the exception of
Appendix2 of Schedule 1, and a summary description of the security measures, as well as a
copy ofany contract for sub-processing services which has to be made in accordance with the
Clauses, unless the Clauses or the contract contain commercial information, in which case it
may remove such commercial information;

that, in the event of sub-processing, the processing activity is carried out in accordance with
Clause 11 by a sub-processor providing at least the same level of protection for the personal
dataand the rights of data subjects as the data importer under the Clauses; and

that it will ensure compliance with Clause4(a) to (i).

5. OBLIGATIONS OF THE DATA IMPORTER

The dataimporteragrees andwarrants:

@)

(b)

©)

(d)

©)

(f)

to process the personal data only on behalf of the data exporter and in compliance with its
instructions andthe Clauses; if it cannot provide such compliance for whatever reasons, it agrees
to inform promptly the data exporter of its inability to comply, in which case the data exporter
is entitled to suspendthe transfer of dataand/or terminate the contract;

that it has no reasonto believethatthe legislationapplicable to it prevents it fromfulfilling the
instructions received fromthe data exporter and its obligations under the contract and that in
the event of a change in this legislation which is likely to have a substantial adverse effect on
the warranties and obligations provided by the Clauses, it will promptly notify the change tothe
data exporter as soon as it is aware, in which case the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

that it has implemented the technical and organisational security measures specified in
Appendix2 of Schedule 1 before processing the personal data transferred,;

that it will promptly notify the data exporterabout:

() any legally binding request for disclosure of the personal data by a law enforcement
authority unless otherwise prohibited, such as a prohibition under criminal law to
preservethe confidentiality of a law enforcement investigation,

(i) any accidental or unauthorised access, and

(iii) any request received directly fromthe datasubjects withoutresponding to that request,
unlessit has beenotherwise authorised to doso;

to deal promptly and properly with allinquiries fromthe data exporter relating toits processing
ofthe personal datasubjecttothetransferandto abide by theadvice of the supervisory authority
with regard to the processing of the data transferred;

at the request of the data exporter to submit its data processing facilities for audit of the
processing activities covered by the Clauses which shall be carried out by the data exporter or
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an inspection body composed of independent members and in possession of the required
professional qualifications bound by a duty of confidentiality, selected by the data exporter,
where applicable, in agreementwith the supervisory authority;

@) to make available to the data subject upon requesta copy of the Clauses, or any existing contract
for sub-processing, unless the Clauses or contract contain commercial information, in which
case it may remove such commercial information, with the exception of Appendix2 of Schedule
1 which shall be replaced by a summary description of the security measures in those cases
where the data subject is unable to obtain a copy fromthe data exporter;

(h) that, in the event of sub-processing, it has previously informed the data exporter and obtained
its prior written consent;

() that the processingservices by the sub-processor will be carried out in accordance with Clause
11,

0) to send promptly a copy ofany sub-processor agreement it concludes under the Clauses to the
data exporter.

LIABILITY

The parties agree that any data subject who has suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor is entitled to receive
compensation fromthe dataexporter for the damage suffered.

If a datasubject is notable to bring a claim for compensation in accordance with paragraph 6.1 against
the data exporter, arising out of a breach by the data importer or his sub-processor of any of their
obligationsreferred to in Clause 3 or in Clause 11, because the data exporter has factually disappeared
orceasedto exist in law or has become insolvent, the data importer agrees that the datasubject may issue
a claim against thedataimporteras if it were the data exporter, unless any successor entity has assunmed
the entire legal obligations of the data exporter by contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The dataimportermay not rely on a breach by asub-
processor of its obligations in order to avoid its own liabilities.

If a data subject is not able to bring a claim against the data exporter orthe dataimporter referred to in
paragraphs6.1and 6.2, arising out ofa breach by the sub-processor ofany of their obligations referned
to in Clause 3 or in Clause 11, because both the data exporter and the data importer have factually
disappeared or ceased to exist in law or have become insolvent, the sub-processor agrees that the data
subject may issue a claimagainst the data sub-processor with regard to its own processing operations
under the Clauses as if it were the data exporter or the data importer, unless any successor entity has
assumedthe entire legal obligations of the data exporter or data importer by contract or by operation of
law, in which case the data subject can enforce its rights against such entity. The liability of the sub-
processor shall be limited to its own processing operations under the Clauses.

MEDIATION AND JURISDICTION

The data importer agrees that if the data subject invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses, the data importer will accept the decision of the
data subject:

@) to refer the dispute to mediation, by an independent person or, where applicable, by the
supervisory authority;

(b) to refer the disputeto thecourts in the Member State in which the data exporter is established.

The parties agreethatthe choice madeby the datasubject will not prejudiceits substantive or procedural
rights to seek remedies in accordancewith other provisions of national or international law.
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9.

COOPERATIONWITH SUPERVISORY AUTHORITIES

The data exporteragreestodeposit a copy of this contract with the supervisory authority if it so requests
or if such deposit is required under the applicable dataprotection law.

The parties agreethat the supervisory authority has theright to conductan audit of the data importer, and
of any sub-processor, which has the same scopeand is subject to the same conditions as would apply to
an audit of the data exporter under the applicable data protection law.

The data importer shall promptly informthe data exporter about the existence of legislation applicable
to it or any sub-processor preventing the conduct ofan audit ofthe dataimporter, or any sub-processor,
pursuantto paragraph8.2. In suchacase the dataexporter shall be entitled to take the measures foreseen
in Clause 5(b).

GOVERNING LAW

The Clauses shall be governed by the law of the Member State in which the dataexporter is established unless the
data exporteris located outside the EEA in which case the governing law is the EEA Member State fromwhich
the data is transferred.

10.

VARIATION OF THE CONTRACT

The parties undertake notto vary or modify the Clauses. This doesnot preclude the parties fromadding clauses
on business relatedissues where required as long as they donotcontradict the Clauses.

11.
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SuB-PROCESSING

The data importer shall not subcontract any of its processing operations performed on behalf of the data
exporterunderthe Clauses without the prior written consent of the data exporter. Where the data importer
subcontracts its obligations under the Clauses, with the consent of the data exporter, it shalldo so only
by way of a written agreement with the sub-processor which imposes the same obligations on the sub-
processor as are imposed on the data importer under the Clauses. Where the sub-processor fails to fulfil
its data protection obligations under such written agreement the data importer shall remain fully liable to
the data exporter for the performance of the sub-processor’s obligations under such agreement.

The priorwritten contractbetween the data importer and the sub-processor shall also provide fora third-
party beneficiary clauseas laid downin Clause 3for cases wherethe datasubject is notable to bring the
claim for compensationreferred to in Clause 6.1 against the data exporter or the data importer because
they have factually disappeared or have ceasedtoexist in law or have become insolvent and no successor
entity has assumed the entire legal obligations of the data exporter or data importer by contract or by
operation of law. Such third-party liability of the sub-processor shall be limited to its own processing
operations under the Clauses.

The provisions relating to data protection aspects for sub-processing of the contract referred to in
paragraph 11.1 shall be governed by the law of the Member State in which the data exporter is
established.

The data exporter shall keep a listof sub-processing agreements concluded under the Clauses and notified
by the data importer pursuant to Clause 5(j), which shall be updated at least once ayear. The list shall
be available to the dataexporter’s data protection supervisory authority.

OBLIGATION AFTER THE TERMINATION OF PERSONAL DATA PROCESSING SERVICES

The parties agree that on the termination of the provision of data processing services, the data importer
and the sub-processor shall, at the choice of the data exporter, returnall the personal datatransferred and
the copiesthereoftothe dataexporter or shall destroy all the personal data and certify to the dataexporter
that it has done so, unless legislation imposed upon the data importer prevents it from returning or
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destroyingallor part of the personal data transferred. In thatcase, thedataimporterwarrants that it will
guarantee the confidentiality of the personal data transferred and will not actively process the personal
data transferredanymore.

The data importer and the sub-processor warrant that upon request of the data exporter and/or of the
supervisory authority, it will submit its data processing facilities foran audit of the measures referred to
in paragraph12.1.



APPENDIX 1 OF SCHEDULE 1
DESCRIPTION OF THE TRANSFERS (CONTROLLER TO PROCESSOR)
This Appendix1 forms part of the C-to-P Transfer Clauses and mustbe completed and signed by the Parties.

The Member States may complete or specify, according to their national procedures, any additional necessary
information to be contained in this Appendix

Data exporter

The Data BExporteris the Vendor as defined in the FastSpring Terms of Service.

Data importer

The Data Importer is Bright Market, LLC d/b/a FastSpring. The Data Importer provides support services to the
Data Exporter in relation to pre-sale and post-purchase activities and marketing activities as directed by the data
exporterunderthe Agreement, in the course of which it processes certain personal dataas a processor.

Data subjects

The personal data transferred concern the following categories of datasubjects (please specify):

Prospects and Purchasers

Categories of data

The personal data transferred concern the following categories of data (please specify):

First name; last name; email address; and unique user code

Special categories of data (if appropriate)

The personal data transferred concern the following special categories of data (please specify):

None

Processing operations

The personal data transferred will be subjectto the following basic processing activities (please specify):

FastSpringactsasavendorandmerchant of record ofthe Vendor’s Products under the Agreementand
processes the Purchaser's payments for the Vendor's Products.



APPENDIX 2 OF SCHEDULE 1

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES

This Appendix 2 forms part of the C-to-P Transfer Clauses and summarizes the technical, organisational
and physical security measures implementedby the parties in accordance with Clauses 4(d) and 5(c):

In addition to any data security requirements set forth in the Agreement, Vendor shall comply with the following:

In relation to Purchaser Personal Information Processed in the EEA, FastSpring will assist Vendor, where possible,
by appropriate technical and organizational measures, in fulfilling Vendor obligations as the Data Controller to
respond to data subject requests as outlined under GDPR, Articles 12-23 (ex requests of concerned individuals
to exercise their rights; assistto Data Privacy Impact Assessment; assist to the respect of security obligations,
etc.). FastSpring will further protect the information in accordance with its Privacy Policy posted on its website
and in accordancewith reasonable industry standards.
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